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DETAILED ACTION 



Claim Rejections - 35 USC § 102 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

2. Claims 1, 10-15, 17,26-31 are rejected under 35 U.S.C. 102(b) as anticipated by Patent 
No. 5677952 Blakley, III et al. 

3. Regarding claims 1 and 15, Blakley shows a disk drive 2 comprising: 

(a) a disk 4 for storing data, the disk 4 comprising a public area 6 for storing plaintext 
data and a pristine area 8 for storing encrypted data (Blakley, col. 6, line 67); 

(b) a head 10 for reading the encrypted data from the pristine area 8 (it is the 
interpretation of this examiner that encrypted data is read from an area or disk sector where the 
data is stored. It is considered pristine because it cannot be read without password authorization, 
(Blakley, col. 6, line 4-5, 23-24) of the disk 4 (head is feature of a disk drive device, see 
definition sited from MS Computer Dictionary)); 

(c) a control system 12 for controlling access to the pristine area 8 of the disk 4 (disk 
controller, Blakley, fig. 3, label 35); 

(d) authentication circuitry 14 for authenticating a request received from an external 
entity to access the pristine area 8 of the disk 4 and for enabling the control system 12 if the 
request is authenticated (operating system, Blakley, fig. 3, label 78, 80, col. 6, 23-24); 
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(e) a secret drive key 16 (secret key, Blakley, col. 5, line 47); and 

(f) decryption circuitry 18, responsive to the secret drive key 16, for decrypting the 
encrypted data stored in the pristine area 8 of the disk 4 to generate decrypted data (device 
driver, Blakley, col 4, line 66-67, col. 5, line 1, fig. 3, label 76). 

4. Regarding claim 10, Blakley shows the disk drive of claim 1 above, and further show the 
encrypted data comprises encrypted message data (Blakley, col. 10, line 18-19). 

5. Regarding claim 11, Blakley shows the disk drive of claim 1 above, and further show the 
disk drive further comprises encryption circuitry for encrypting plaintext data into the encrypted 
data stored in the pristine area (Blakley, col. 5, line 27-28, col. 6, line 66). 

6. Regarding claim 12, Blakley shows the disk drive of claim 1 above, and further show: 

(a) the disk further comprises embedded servo sectors comprising servo bursts 
(read/write, col. 5, line 26-28); 

(b) the control system comprises a servo control system responsive to the embedded 
servo sectors (disk controller, Blakley, fig. 3, label 35); and 

(c) the authentication circuitry enables the servo control system (operating system, 
Blakley, fig. 3, label 78, 80, col. 6, 23-24). 

7. Regarding claim 13, Blakley shows the disk drive of claim 12, wherein: 

(a) the servo bursts are written to the disk in encrypted form (write, Blakley, col. 5, line 
26-28, 39-40); and 

(b) the authentication circuitry enables the servo control system to decrypt the servo 
bursts (read, Blakley, col. 5, line 26-28, col. 6, line 35-36). 

8. Regarding claim 14, Blakley shows the disk drive of claim 13, and further show: 
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(a) the servo bursts are written to the disk with additive noise generated from a pseudo 
random sequence (it is this examiners understanding that this is an inherent behavior driven by 
the data stream written to disk via the disk drive mechanism, where in this case the data being 
written is effected by the encryption key); 

(b) the pseudo random sequence is generated from a polynomial (pseudorandom 
generator, col. 8, line 40); 

(c) the servo control system uses the polynomial to decrypt the servo bursts (read, 
Blakley, col. 5, line 26-28, col. 6, line 35-36); and 

(d) the authentication circuitry provides the polynomial to the servo control system 
(password determines secret key, Blakley, col. 7, line 43-47). 

9. Regarding claim 17, Blakley show a method of processing a request received by a disk 
drive from an external entity to access encrypted data stored in a pristine area of a disk, the 
method comprising the steps of: 

(a) authenticating the request to access the pristine area and enabling access to the 
pristine area if the request is authenticated (Blakley, col. 6, line 21-24, 27-28); 

(b) reading the encrypted data stored in the pristine area (Blakley, col. 7, line 15-20); and 

(c) decrypting the encrypted data using a secret drive key within the disk drive to 
generate decrypted data (Blakley, col. 11, line 45-49). 

10. Regarding claim 26, see reasoning for claim 10 above. 

1 1 . Regarding claim 27, see reasoning for claim 1 1 above. 
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12. Regarding claim 28, Blakley show method as recited in claim 17 above, an further show 
the disk comprises embedded servo sectors comprising servo bursts, the method further 
comprising the steps of 

(a) servoing a head over the disk in response to the embedded servo sectors (disk 
controller, Blakley, fig. 3, label 35); and 

(b) enabling servoing in the pristine area if the request is authenticated read, (Blakley, 
col. 5, line 26-28, col. 6, line 35-36). 

13. Regarding claim 29, see reasoning in claim 13 above. 

14. Regarding claim 30, see reasoning in claim 14 above. 

15. Regarding claim 3 1 , Blakley show a method of processing a request received by a disk 
drive from an external entity to access data stored on a disk, the disk comprising a public area for 
storing plaintext data and a pristine area for storing encrypted data, the method comprising the 
steps of: 

(a) decrypting the encrypted data stored in the pristine area of the disk using a secret 
drive key within the disk drive to generate decrypted data (Blakley, col. 4, line 66-67, col. 5, line 
1, fig. 3, label 76); and 

(b) using the decrypted data to authenticate the request received from the external entity 
before allowing access to the disk (Blakley, fig. 3, label 78, 80, col. 6, 23-24). 

Claim Rejections - 35 USC § 103 

16. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

17. Claims 9, 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over Patent No. 
5677952 Blakley, III et al. in view of Patent No. 5235641 Nozawa et al. 

18. Regarding claim 9, Blakley shows the disk drive of claim 1 above, but fails to show 
wherein the encrypted data comprises encrypted key data for decrypting an encrypted message. 

However Nozawa et al. teach by causing the cryptographic device on the upper rank 
apparatus side to perform complicated and high-degree encryption of the data key, the encrypted 
data key and ordinary data encrypted on the basis of the data key in the external storage device 
can be safely and easily stored in one and the same recording medium. (Nozawa, col. 9, line 38- 



Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Blakley as per teaching of Nozawa et al. such that the data key and the data 
encrypted by the data key can be managed safely and easily (Nozawa, col. 9, line 44-45). 
19. Regarding claim 25, Blakley shows the disk drive of claim 17 above, but fails to show 
wherein the encrypted data comprises encrypted key data for decrypting an encrypted message. 

However Nozawa et al. teach by causing the cryptographic device on the upper rank 
apparatus side to perform complicated and high-degree encryption of the data key, the encrypted 
data key and ordinary data encrypted on the basis of the data key in the external storage device 
can be safely and easily stored in one and the same recording medium. (Nozawa, col. 9, line 38- 



43). 



43). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Blakley as per teaching of Nozawa et al. such that the data key and the data 
encrypted by the data key can be managed safely and easily (Nozawa, col. 9, line 44-45). 

20. Claims 2-8, 18-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over Patent 
No. 5677952 Blakley, III et al. in view of Patent No. EP 816967 A2 Scott et al. 

21 . Regarding claim 2, Blakley shows the disk drive of claim 1 above, but fail to show the 
encrypted data comprises encrypted authentication data. 

However, Scott et al. shows method of creating a secure file by receiving an indication 
that an entity desires to perform a file access operation on a file of the data processing system; 
obtaining a private key of the entity; receiving data of the file to be created; determining a 
checksum (authentication data) of the file; encrypting the checksum using the private key; and 
creating the file and an associated affidavit that includes the encrypted checksum (Scott, col. 2, 
line 30-36). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Blakley et al. as per teaching of Scott et al. to include the method to gain the 
advantage of an automatic and transparent method of checking and authenticating software and 
data in a computer system. 

22. Regarding claim 3, Blakley shows disk drive of claim 2 above, and further show the 
authentication circuitry is responsive to the decrypted data (Blakley, col. 7, line 15-20). 

23. Regarding claim 4, Blakley shows the disk drive of claim 2 above, and further show the 
encrypted authentication data comprises encrypted user authentication data (password, Blakley, 
col. 5, line 66-67). 
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24. Regarding claim 5, Blakley shows the disk drive of claim 2 above, and further show the 
encrypted authentication data comprises encrypted device authentication data for authenticating a 
device, the device comprising a unique device ID configured during manufacture of the device 
(Blakley, col. 11, line 45-49). 

25. Regarding claim 6, Blakley shows the disk drive of claim 2 above, and further show the 
encrypted authentication data comprises encrypted information for implementing a challenge and 
response verification sequence device (queries, Blakley, col. 5, line 43-44). 

26. Regarding claim 7, Blakley shows the disk drive of claim 2 above, and further show the 
encrypted authentication data comprises encrypted message authentication data (checksum, 
Scott, col. 2, line 34). 

27. Regarding claim 8, Blakley shows the disk drive of claim 7 above, and further show the 
encrypted authentication data comprises encrypted key data (secret or private key) for generating 
a message authentication code (Blakley, col. 5, line 66-67, Scott, col. 7, line 23-24). 

28. Regarding claim 18, Blakley shows the disk drive of claim 2 above, but fail to show the 
encrypted authentication data comprises encrypted message authentication data. 

However, Scott et al. shows method of creating a secure file by receiving an indication 
that an entity desires to perform a file access operation on a file of the data processing system; 
obtaining a private key of the entity; receiving data of the file to be created; determining a 
checksum (message authentication data) of the file; encrypting the checksum using the private 
key; and creating the file and an associated affidavit that includes the encrypted checksum (Scott, 
col. 2, line 30-36). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Blakley et al. as per teaching of Scott et al. to include the method to gain the 
advantage of an automatic and transparent method of checking and authenticating software and 
data in a computer system. 

29. Regarding claim 19, Blakley and Scott show method as recited in claim 18 above, and 
further show wherein the step of authenticating is responsive to the decrypted data (Scott, col 7, 
29-30, Blakley, col. 6, line 32, 35-36). 

30. Regarding claim 20, Blakley and Scott show method as recited in claim 1 8 above, and 
further show the encrypted authentication data comprises encrypted user authentication data 
(password, Blakley, col. 5, line 66-67). 

3 1 . Regading claim 2 1 , see reasoning for claim 5 above. 

32. Regarding claim 22, see reasoning for claim 6 above. 

33. Regarding claim 23, see reasoning for claim 7 above. 

34. Regarding claim 24, see reasoning for claim 8 above. 

35. Claims 16 are rejected under 35 U.S.C 103(a) as being unpatentable over Patent No. 
5677952 Blakley, III et al. in view of Patent No. 5915018 Aucsmith. 

36. Regarding claim 16, Blakley shows a disk drive 2 comprising: 

(a) a disk 4 for storing data, the disk 4 comprising a public area 6 for storing plaintext 
data and a pristine area 8 for storing encrypted data (see reasoning in claim 1, section a); 

(b) a head 10 for reading the encrypted data from the pristine area 8 of the disk 4 (see 
reasoning in claim 1, section b); 
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(c) a control system 12 for controlling access to the pristine area 8 of the disk 4 (see 
reasoning in claim 1, section c); 

(d) a secret drive key 16 (see reasoning in claim 1, section e); and 

(e) decryption circuitry 18, responsive to the secret drive key, for decrypting the 
encrypted data stored in the pristine area 6 of the disk 4, wherein: 

the disk 4 comprises a plurality of physical blocks accessed by the control system through 
physical block addresses (Blakley, col. 3, line 48-49); 

a request received from an external entity during normal operation of the disk drive 
comprises a logical block address (index) which is mapped by the control system to a selected 
one of the physical block addresses (Blakley, col. 2, line 1 1-14); but fail to show 

the pristine area comprises at least one physical block written with at least part of the 
encrypted data during manufacturing of the disk drive and not externally accessible through a 
logical block address during normal operation of the disk drive. 

However, Aucsmith shows a system for Digital Video Disc (DVD) copy protection 
scheme, where a DVD having compressed, encrypted content written on a first portion of the 
disc, and the content encryption key, itself encrypted with a second key and written out of band 
on a second portion of the disc is used to provide content, key, and control information to a DVD 
drive (inferred that data was encrypted during manufacturing of the disc, col. 2, line 50-54, the 
term out of band refers to data written on a DVD in such a way that it cannot be addressed by 
normal program logic thus not externally accessible, col. 3, line 64-65). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Blakley as per teaching of Aucsmith to have secure distribution and 



Application/Control Number: 09/630,256 
Art Unit: 2134 



Page 1 1 



management of cryptographic keys for use in a DVD copy protection scheme (Aucsmith, col. 2, 
line 46-48). 



37. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mossadeq Zia whose telephone number is 703-305-8425. The 
examiner can normally be reached on 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on 703-308-4789. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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